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Pertinent Description: [0015] - [0016] and [0024] 
[0015] 

Fig. 12 shows an access right management table 1200 for 
a user ID/password management table contained in a document file 
104 of a B-block server node 103. In this access right 
management table 1200, an access (display, update, print or the 
like) right to the user ID/password management table 1000 shown 
in Fig. 10 is set per each user ID/password, being classified 
into any one of four levels. For example, these four right 
levels may be set such that Ql can handle an access right at 
a PI level, Q2 can handle an access right at a P2 level, Q3 can 
handle an access right at a P3 level, and Q4 can handle an access 
right at a P4 level. Such setting is to be made beforehand by 
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a system administrator on the side of the server node 103. 
[0016] 

Fig. 13 shows an access right management table 1300 for 
a document access right management table contained in the 
document file 104 of the B-block server node 103, wherein an 
access (display, update, print or the like) right to a document 
access right management table 1100 shown in Fig. 11 is set, being 
classified into any one of four levels. For example, these four 
right levels may be set such that Ql is on an access right level 
equivalent to PI, Q2 is on an access right level equivalent to 
P2, Q3 is on an access right level equivalent to P3, and Q4 is 
on an access right level equivalent to P4 . Such setting is also 
to be made beforehand by the system administrator on the side 
of the server note 103, according to in-house document handling 
regulations . 



[0024] 

A client node 105 displays a received document list 1 on 
a screen (217), and outputs a message urging a user to input 
a name of a document, which is desired to be accessed (218). 
When the user inputs the name of the document (219) , the client 
node 105 checks whether or not the input name of the document 
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exists in the document list i (220), and if affirmative, the 
client node 105 requests the server node 103 to transmit the 
corresponding document (221) . The server node 103 reads the 
corresponding document from the document file 104 (222) , 
displays a handling message or masks a portion which cannot be 
displayed in the document, based on a matching result table 1 
which has been already prepared (223), and transmits the 
corresponding document to the client node 105 (224) . Then, the 
client node 105 displays the received document (225), and the 
user starts processing of the document (226) . 



3 



( II ) 



6-214862 



[Fig- 3] 



0 



(A-r 



NO 





® 



Requesting the server node 103 
to transmit the corresponding 
document. 



Request to transmit 
the (tocument 



0 




222 



Reading the corresponding document 
from the document file 104. 
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Displaying the handling message or 
masking the portion which cannot be 
displayed in the document, based on 
the matching result table 
which has already been prepared. 
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Transmitting the document 
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Examples : 

Ql : capable of handling an access right at a PI level 

Q2 : capable of handling an access right at a P2 level 

Q3 : capable of handling an access right at a P3 level 

Q4 : capable of handling an access right at a P4 level 
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[Fig. 13] 

Access Right Management Table for 
Document Access Right Management Table 
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Examples : 

Ql : an access right at a PI level 
Q2: an access right at a P2 level 
Q3 : an access right at a P3 level 
Q4 : an access right at a P4 level 
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(54) DOCUMENT ACCESS METHOD FOR CLIENT/SERVER SYSTEM 
(57)Abs tract: 

PURPOSE: To completely and surely protect security by performing 
the access control of a document file provided in a server node in 
the unit of a user and the unit of an area in a document. 
CONSTITUTION: A server node 101 of a host center in a block A is 
provided with a document file 102 to be managed at the host 
center. A server node 103 in a block B is also provided with a 
document file 104. A user managing table and a document managing 
table are incorporated in the document file 104, and the access 
right for each of read, update and print is set in the unit of the user 
and a prescribed area in the document. When document access 
requests are received from client nodes 105, 106 and 107, the 
server node 103 judges whether the user requesting the access can 
access the area in the document requested with the access or not 
by collating the user managing table and the document managing 
table. Other server nodes 108 and 113 are similarly operated as 
well. 
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